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Kf;fpakhd muR epWtdq;fis 

NCSOC cld; ,izg;gjw;fhd 

eltbf;iffs; Jupjg;gLj;jg;gl;Ls;sd.

tUz ];uP jdghy b[pl;ly; 

nghUshjhu mikr;rfj;jpd; 

nrayhsuhf epakpf;fg;gl;lhu;
khz;GkpF [dhjpgjp mDu Fkhu jprhehaf;f mtu;fspd; 

topfhl;Ljy;fSf;F ,zq;f> Kf;fpa murhq;f epWtdq;fis 

Njrpa irgu; ghJfhg;G nray;ghLfs; ikaj;Jld; (NCSOC) 
,izf;Fk; mikr;ruit Kbit tpiuTgLj;Jk; nghUl;L> 

[dhjpgjp nrayfj;jpy; xU rpwg;G $l;lk; eilngw;wJ.

,f;$l;lj;jpw;F b[pl;ly; nghUshjhu gpujp mikr;ru; 

nghwpahsu; vuq;fh tPuuj;d kw;Wk; b[pl;ly; nghUshjhu 

mikr;rfj;jpd; nrayhsu; jpU. tUz ];uP jdghy MfpNahu; 

jiyik jhq;fpdu;. ,yq;if CERT-,d; rpNu\;l mjpfhupfs;> 

Gjpjhf epWtg;gl;l jPk;nghUs; gFg;gha;T kw;Wk; mr;RWj;jy; 

Ntl;il (MATH) Ma;tfj;jpd; nray;ghLfs; cl;gl> NCSOC
,d; jpwd;fs; Fwpj;j xU tpupthd nray;tpsf;fjij 

elj;jpdu;.

irgu; ghJfhg;G tpopg;Gzu;it tYg;gLj;Jjy; kw;Wk; 

nghJj;Jiw mjpfhupfSf;fhd fl;likf;fg;gl;l b[pl;ly; 

ghJfhg;G gapw;rpj; jpl;lq;fisr; nray;gLj;Jjy; Mfpatw;wpd; 

Kf;fpaj;Jtj;ijAk; ,f;$l;lk; vLj;Jiuj;jJ. ,yq;if xU 

b[pl;ly; nghUshjhuj;ij Nehf;fp Kd;Ndwp tUtjhy;> irgu; 

kPs;jpwd; vd;gJ MSif kw;Wk; nghJr; Nrit toq;Fjypd; 

xU Kf;fpaj; J}zhf mq;fPfupf;fg;gl;lJ.

Xa;T+jpaq;fspd; gzpg;ghsu; ehafk; jpU. rkpe;j 

n`l;bahuhr;rp> gpujku; mYtyfj;jpd; jfty; njhopy;El;gg; 

gzpg;ghsu; jpU. [p.tp.b. gpupae;jh kw;Wk; ICTA tpd; 
rpNu\;lg; nghwpahsu; jpU. mutpe;j uj;ehaf;f MfpNahu;> 

jj;jkJ epWtdq;fisj; Njrpa SOC cld; ,izg;gjpy; 

jq;fspd; mDgtq;fisg; gfpu;e;Jnfhz;ldu;. 

,t;Ntisapy;> ,yq;if CERT ,d; jiytu; jpU. jpyf; 
gj;jpuNf; ,yq;if CERT ,d; gjpy; jiyik epu;thf 
mjpfhup lhf;lu; fdp\;f fUzNrd; ,yq;if CERT ,d; 
gpuj;jpNaf jfty; ghJfhg;G mjpfhup (NCSOC) jpU. k`pe;j 

fe;jg`hy; MATH Ma;tfj;jpd; jiytu; jpU. NrdypNf 

Njtdtj;j; kw;Wk; NCSOC Ir; Nru;e;j jpU. gJk; gz;lhu> 

jpU. tpKj;fp ngNuuh MfpNahu; tpsf;fTiufis toq;fpdu;.

tUz ];uP jdghy mtu;fs;> [dhjpgjp mDu Fkhu 

jprhehaf;fthy; ngg;utup khjk; b[pl;ly; nghUshjhu 

mikr;rfj;jpd; nrayhsuhf epakpf;fg;gl;Ls;shu;. ,e;j 

epakdf; fbjj;ij [dhjpgjpapd; nrayhsu; lhf;lu; 

ee;jpf rdj; Fkehaf;f> [dhjpgjp nrayfj;jpy; 

toq;fpdhu;.

,yq;if epu;thf Nritapd; rpwg;G ju mjpfhupahd 

jpU. jdghy> jdJ Kiwg;gbahd epakdj;jpw;F Kd;du; 

b[pl;ly; nghUshjhu mikr;rfj;jpd; gjpy; nrayhsuhfg; 

gzpahw;wp te;jhu;.

Nkhrbf;fhuu;fs; ntspehl;L Ntiy tha;g;Gfs;> gupRfs;> yhl;lup 

ntw;wpfs; my;yJ r%f Clfr; nra;jpfs; %yk; cq;fs; 

jdpg;gl;l jfty;fisg; ngw Kaw;rpf;fpd;wdu;. OTP vz;iz 

cs;spLtjw;F Kd;G> SMS nra;jpapy; cs;s guptu;j;jid 

tptuq;fis vg;NghJk; gbf;FkhW tq;fpfs; nghJkf;fis 

typAWj;Jfpd;wd.

cq;fs; fzf;fpy; gzk; tuT itf;f OTP vz; xUNghJk; 

Njitg;glhJ. cq;fs; fzf;Ffis Md;iydpy; mZfpdhy;> 

tq;fpapd; mjpfhug;G+u;t ,izajsk; topahf kl;LNk cq;fs; 

fzf;if mZFtij vg;NghJk; cWjpg;gLj;jpf; nfhs;Sq;fs;.

,yq;if CERT apd; Njrpa ,izag; ghJfhg;Gr; nray;ghl;L ikak; (NCSOC)> ehl;bd; Kf;fpa b[pl;ly; cs;fl;likg;igg; 

ghJfhg;gjw;fhd ,yq;ifapd; ika ikakhfr; nray;gLfpwJ. 24×7 nray;gLk; NCSOC> Kf;fpa Njrpa jfty; cs;fl;likg;G 

(CNII) mikg;GfisAk; Kf;fpa murhq;fj; JiwfisAk; ghJfhg;gjw;fhf> njhlu;r;rpahd mr;RWj;jy; fz;fhzpg;G> ,iza 

mr;RWj;jy; Ez;zwpT> rk;gtq;fisf; fz;lwpjy; kw;Wk; tpiuthd ,izag; gjpyspg;G Mfpatw;iw toq;FfpwJ.

SIEM, EDR,FIM kw;Wk; WAF Nghd;w Nkk;gl;l ghJfhg;Gj; njhopy;El;gq;fisf; nfhz;Ls;s ,e;j ikak;> tsu;e;J tUk; 

,iza mr;RWj;jy;fSf;F vjpuhf> Kd;$l;bNa mr;RWj;jy;fisf; fz;lwpjy;> ghJfhg;G epfo;Tfisj; njhlu;GgLj;Jjy; 

kw;Wk; xUq;fpize;j rk;gtg; gjpyspg;G Mfpatw;iwr; nray;gLj;JfpwJ. NkYk;> NCSOC ,iza mr;RWj;jy; Ez;zwpit 

cUthf;fpg; gug;GfpwJ; ,J epWtdq;fs; ,iza mghaq;fis Kd;$l;bNa fzpf;fTk;> jLf;fTk;> jzpf;fTk; cjTk; tifapy;> 

nray;gLj;jf;$ba Ez;zwpTfs;> Kd;$l;ba vr;rupf;iffs; kw;Wk; mr;RWj;jy; MNyhridfis toq;FfpwJ.

rhd;wspf;fg;gl;l ,izag; ghJfhg;G ty;Yeu;fs; FO kw;Wk; gy Mz;Lfhy nray;ghl;L epGzj;Jtj;jpd; MjuTld;> NCSOC 
Njrpa ,izag; ghJfhg;ig tYg;gLj;JtjpYk; ,yq;ifapd; b[pl;ly; R+oy; mikg;gpd; kPjhd ek;gpf;ifia epiyepWj;JtjpYk; 

Kf;fpag; gq;fhw;WfpwJ. ,yq;if CERT apd; fPo; murhq;fj;jhy; topelj;jg;gLk; xU Kd;Kaw;rpahf> NCSOC MdJ> midj;J 

,izatopr; nray;ghLfspYk; kpf cau;e;j newpKiw> rl;l kw;Wk; xOq;FKiwj; juq;fisg; Ngzp> Njrpa mikg;Gfs;> juTfs; 

kw;Wk; %Nyhgha eyd;fspd; ghJfhg;ig cWjp nra;fpwJ.

Kf;fpa tq;fpfsplkpUe;J xU vr;rupf;if

Njrpa ,izag; ghJfhg;G nray;ghl;L ikak;
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cq;fs; ghypay; nray;ghLfs; njhlu;ghd 

fhnzhspfis ,izaj;jpy; gjpNtw;wk;nra;Ak; 

NghJ ePq;fs; ftdkhf ,Uf;f Ntz;Lk;> Vnddpy; 

mit gy jrhg;jq;fSf;Fg; gpwFk; cq;fSf;Fj; 

jPq;F tpistpf;ff;$Lk;. gpd;tUk; fij ,jw;F xU 

ey;y cjhuzk;.

xU ngz;> jdJ ghypay; nray;ghLfs; njhlu;ghd 

fhnzhspia ,izaj;jpypUe;J ePf;Ftjw;F MjuT 

Nfhupdhu;.

me;j tPbNahtpy;> mtu; jdJ Kjy; fztUld; 

clYwT nfhs;Sk; fhl;rp ,lk;ngw;wpUe;jJ. mJ> 

rupahf 20 Mz;LfSf;F Kd;G> mtuJ mg;Nghija 

fztuhy;> mtuJ rk;kjj;Jld; ,izaj;jpy; 

gjpNtw;wg;gl;bUe;jJ. mtuJ ,sk; taJ kw;Wk; 

mDgtkpd;ik fhuzkhf> me;j tPbNahit 

,izaj;jpy; gjpNtw;Wtjw;F mtu; Ml;Nrgpf;f

tpy;iy.

rpy Mz;LfSf;Fg; gpwF> mtu; jdJ jpUkzj;jpy;

,Ue;J tpthfuj;J ngw;whu;> NkYk; jdJ Kjy; 

fztuplkpUe;J Foe;ijfspd; fhg;igAk; ngw;whu;.

mts; kWkzk; nra;Jnfhz;lij mwpe;j gpwF> 

mtSila Kjy; fztu; me;jf; fhnzhspia 

kPz;Lk; ,izaj;jpy; gfpu;e;jhu;. mij ,izaj;jpy; 

fz;lTlNdNa> jw;NghJ tsu;e;Jtpl;l jd; ,uz;L 

gps;isfs; mijg; ghu;g;gjw;F Kd;ghf> ,iza 

jsq;fspypUe;J me;jf; fhnzhspia mfw;w mts; 

tpUk;gpdhs;.

Mdhy; mjw;Fs;> Vw;gltpUe;j ghjpg;G Vw;nfdNt 

epfo;e;Jtpl;lJ. me;jf; fhnzhsp Rkhu; vz;gJ 

,izajsq;fspy; gfpug;gl;bUe;jJ njupate;jJ. 

cq;fspd; ghypay; nray;ghLfs; njhlu;ghd 

cs;slf;fj;ij kl;Lky;yhky;> ve;jnthU 

Kf;fpakhd jdpg;gl;l jftiyAk; ,izaj;jpy; 

gfpu Ntz;lhk; vd;W ,yq;if CERT 
nghJkf;fSf;F mwpTWj;JfpwJ.

,yq;if CERT rkPgj;jpy; kj;jpa khfhzj;jpy; 

cs;s ,yq;if nghyp]; Nritapd; Rkhu; 200 

mjpfhupfSf;fhf ,izag; ghJfhg;G Fwpj;j 

rpwg;Gg; gapyuq;Ffis Vw;ghL nra;jJ.

,yq;if CERT kw;Wk; ,yq;if nghyp]; Mfpait 

jPtpy; cs;s midj;J nghyp]; mjpfhupfSf;Fk; 

$l;lhf ,e;jg; gapw;rpg; gapyuq;Ffis elj;Jk;. 

,e;jg; gapyuq;Ffs; nghyp]; Ma;thsu; ehafk; 

gpupae;j tPuR+upatpd; Nkw;ghu;itapd; fPo; ,yq;if 

nghyp];]pd; jfty; njhopy;El;gg; gpupthy; Vw;ghL 

nra;ag;gl;ld.

kj;jpa khfhzj;jpy; cs;s fz;b> fk;Nghyh> 

khj;jis kw;Wk; njy;njdpa nghyp]; gpupTfisr; 

Nru;e;j nghyp]; mjpfhupfs; ,e;jg; gapw;rpapy; 

gq;Nfw;wdu;.

kj;jpa khfhzj;jpw;Fg; nghWg;ghd nghyp]; 

rpNu\;l gpujp nghyp]; kh mjpgupd; mDruizapy; 

,e;jg; gapyuq;Ffs; eilngw;wd. ,yq;if CERT 
,d; irgu; ghJfhg;Gg; gapw;rp Nkyhsu; jpypd jp];]

ehaf;f kw;Wk; jfty; ghJfhg;Gg; nghwpahsu;

n\`hd; rQ;Ryh MfpNahuhy; mku;Tfs; 

elj;jg;gl;ld.

cq;fs; ghypay; nray;ghLfs;

njhlu;ghd tPbNahf;fis 

Md;iydpy; gjpNtw;Wk; NghJ 

ftdkhf ,Uq;fs;.

200 fhty;Jiw mjpfhupfSf;fhd 

,izag; ghJfhg;Gg; gapw;rp


